Technical Application Note EXtron

This Technical note is intended to assist you in configuring Extron Streaming Media
equipment for utilizing 802.1x network security features.

Updated: August 2020

Extron Products Affected:
All SMD products, including: Firmware versions
e SMD 101 3.00 or greater
e SMD 202 3.00 or greater

BEFORE YOU START

Before beginning, ensure that your network supports 802.1x security. More information
about the 802.1x technology is provided HERE, in the white paper entitled "802.1x Primer”.
An Extron Insider account is required to access the white paper.

Extron uses the Toolbelt software to enable and configure the 802.1x protocol on all
compatible Extron products. You will need to download the Toolbelt software version 2.7.0
(or greater) using your Extron Insider account from
https://www.extron.com/product/software/toolbelt.

After you have downloaded Toolbelt, you must successfully install the application.

BACKGROUND - WHAT IS 802.1x?

802.1x is the IEEE standard for port-based network access control. 802.1x allows a
network administrator to ensure secure communication with a common infrastructure using
certificates from a server referred to as an authenticator server.
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GETTING STARTED

Open Toolbelt
Locate the SMD product you wish to add to your 802.1X deployment

Select the SMD by clicking on the IP address (hyper link not shown here).

a 00-05-46-19-17-22  NAVigator NAV 1.00.0006-b033 [ 'S
a 00-05-A6-17-CA-3C  NBP 100 Network Button Panel 1.02.0000-5001 o4
a 00-05-A6-15-8F-48  NBP 105D Network Button Panel 101,0000-6005 sS4
a 00-05-A6-15-8F-63  NBP 105D Network Button Panel 1.00.0000-5010 'S
a 00-05-A6-15-BF-08  NBP 106 D Network Button Panel 1.00.0000-b011 S &
a 00-05-A6-15-BF-58  NBP 108D Network Button Panel 100.0000-b011 ° -
a 00-05-A6-15-BF-4D  NBP 108 D Network Button Panel 1.00.0000-b011 (- 'S
a 00-05-A6-15-BE-FS  NBP 110D Network Button Panel 1.00.0000-6010 S &
a 00-05-46-16-45-7D  ShareLink Pro 1000 Collaboration System 105,0000-b002 S 4
a 00-05-A6-18-95-59  Sharelink Pro 1000 Collaboration System 1.04,0002-b002 S &
a 00-05-A6-19-CA-B6  Sharelink Pro 500 Collaboration System 104,0000-6003 [ 'S
a 00-05-A6-08-80-57  SMD 101 Streaming 3.00.0000-5010 S &
a 00-05-A6-0A-5C-9A  SMD 101 Streaming 3,00,0000-5009 [ 'S
a 00-05-A6-0C-87-32  SMD 101 Streaming 2,04.0000-5009 S 4
a 00-05-A6-0C-87-21  SMD 101 Streaming 2.04.0000-b009 S &
a 00-05-46-13-D4-8A  SMD 101 Streaming 300,0000-b010 G 4
a 00-05-A6-0F-EC-69  SMD 202 Streaming 2,04.0000-5009 [ 'S
a 00-05-A6-15-AA-BA  SMD 202 Streaming 2.04.0000-b009 S &
a 00-05-A6-18-3A-F0  SMD 202 Streaming 2.04.0000-6009 'S
a 00-05-A6-11-88-AC  SMD 202 Streaming 3.000000-6010 S &
a 00-05-A6-10-41-0F  SMD 202 Streaming 204,0000-5009 S &
a 00-05-A6-12-1C-67  SMD 202 Streaming 3.000000-6010 o4
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Enter the Username and Password for your SMD

I Toolbet:
Tools _Help

00-05-A6-1B-95-59

00-05-A6-19-CA-B6

00-05-A6-0B-80-57

00-05-A6-0C-87-32

00-05-A6-0C-87-21

00-05-A6-13-D4-BA

00-05-A6-12-1C-67

00-05-A6-18-3A-BE

00-05-A6-11-88-AC

00-05-A6-18-DE-5D

00-05-A6-10-41-0F

00-05-A6-0F-EC-69

00-05-A6-15-AA-8A

00-05-A6-18-3A-FO.

00-05-A6-1A-43-90

00-05-A6-1A-8A-28

00-05-A6-0E-7F-8F

00-05-A6-0E-58-F7

00-05-A6-13-8F-CE

00-05-A6-10-20-37

00-05-A6-14-45-9C

P oo e e b ed D ol s

ShareLink Pro 1000 Collaboration System  1.04.0002-b002

ShareLink Pro 500
SMD 101

SMD 101
SMD 101

SMD 101
SMD 101

SMD 202
SMD 202
SMD 202
SMD 202
SMD 202
SMD 202
SMD 202
SMD 202

TLC Pro 1026M
TLC Pro 1026M NC
TLC Pro 521M
TU Pro 101
TLP Pro 1022M
TLP Pro 1022T
TLP Pro 1025T

TLP Pro 1220M

Collaboration System  1.04.0000-b003

i

Streaming

Streaming

Streaming

Touchink Controller

Touchlink Controller

Touchink Controller

TouchLink Interface

Touchlink Panel

TouchLink Panel

‘Touchlink Panel

3,00.0000-b010

2.04.0000-b003

3.00.0000-b010

3.00.0000-b010

2.04.0000-b003

3,00.0000-6010

2.04.0000-b009

2.04.0000-b009

2/04.0000-b009

2,04.0000-b009

2.04,0000-5009

3.05.0000-6011

3.05.0000-6005

3.01.0000-b005

3.00.0000-b004

3.03.0000-6010

3.00.0000-b006

01,0002-500
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Enable 802.1X

Click Manage Certificates

I tooibert - u =
File_Tools _Help

o 00-05-A6-18-95-59  ShareLink Pro 1000  Collaboration System  1.04.0002-b002 fo 8 ]
a 00-05-A6-19-CA-86  Sharelink Pro500  Collaboration System 1.04.0000-5003 o4
a 00-05-A6-0A-5C-9A  SMD 101 Streaming 3.00.0000-b009 o &
B el e R
a 00-05-A6-0C-87-32  SMD 101 Streaming 2.040000-6009 (- Y
a 00-05-A6-0C-87-21  SMD 101 Streaming 2.04.0000-6009 O
a 00-05-A6-13-D4-BA  SMD 101 Streaming 3.00.0000-6010 o &
a 00-05-A6-12-1C-67  SMD 202 Streaming 3.00.0000-6010 s
a 00-05-A6-18-3A-BE  SMD 202 Streaming 2.04.0000-6009 [ s
a 00-05-A6-11-88-AC  SMD 202 Streaming 3.00.0000-6010 o4
a 00-05-A6-18-DE-SD  SMD 202 Streaming 2,04.0000-6009 o4
a 00-05-A6-10-41-0F  SMD 202 Streaming 2.04,0000-6009 ok
a 00-05-A6-0F-EC-69  SMD 202 Streaming 2.04.0000-b009 - Y
a 00-05-A6-15-AA8A  SMD 202 Streaming 2,04,0000-6009 S &
a 00-05-A6-18-3A-F0  SMD 202 Streaming 204.0000-6009 o4
a 00-05-A6-14-43-90  TLC Pro 1026M TouchLink Controller 3.05.0000-6011 o4
a 00-05-A6-1A-8A-28  TLCPro 1026M NC  TouchLink Controller  3.05.0000-b005 o&
a 00-05-A6-0E-7F-8F  TLC Pro 521M TouchLink Controller 3.01.0000-b005 S 4
a 00-05-A6-0€-58-F7  TLI Pro 101 TouchLink Interface  3,00.0000-5004 o4
a 00-05-A6-13-8F-CE  TLP Pro 1022M TouchLink Panel 3.02.0000-b006 S &
a8 00-05-A6-10-20-37  TLP Pro 1022T TouchLink Panel 3.03.0000-6010 S &
a 00-05-A6-14-45-9C  TLP Pro 1025T TouchLink Panel 3.00.0000-6006. S &
la 00-05:A6:14:19-A7 _ TLP Pro 1220MG. i 301.0002-6001 &

Click the button labeled Add
Select your Certificate type
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Technical Application Note EXtron

Click the button on the right of Certificate file and browse to where you have the certificates
stores.

Click the button on the right of the Private Key line and browse to where your key is stored.

B Certificate Manager X

Enter your Private Key password and Alias.

Click Add Certificate.
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